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HEFHFE

SFENEX

An outlier is an observation which deviates so much from the other
observations as to arouse suspicions that it was generated by a different
mechanism.

HIBEP S XM EEL—HFNERTRAFEHZLR (anomaly sample,
abnormalities, deviants, outliers).

SERNNE X

BEARN (NHRARERN) 2ERHITATETHRENRENTE. J
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S SR

IR W NEEREIIRER T E-
REEREST (BESERD) FRRS ARMEH.
BRAEEBR, ELWREESEENRIEIARE TR EERITLE
O FTAMAR = LBHEAR + BEHER (Outlier)
O BRHA = IRAE (Noise) + FHEEZAR (Anomaly)
Q IEFE = RPRAAMBIEES
5E = APRABHERR

BB (HIXZ HEF) HiRisiRS R A 2021.10 4/88



=

BRYE RHKE
0 BH2E (Point Anomaly)
Q %M H% (Conditional Anomaly)

o E‘IIEH HRE
> IEH FEHRE

Q H£&453% (Collective Anomaly)
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FHRE

o BNMNEXLGIEENZETREREN
o EEF "KM WHIR
o A “LTXRHE (Contextual Anomalies)”

Monthly Temp
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E: ZHRE
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Anomalous Subsequence
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SE RN R A

Q@ ENKM (Intrusion Detection)
Q HUERM (Fraud Detection)

o R

o Efr

o TRl

o HBfEF

O EEE R

0 ZWEKFEW

0 HIZXMEREWRN

0 MFFERN
0 BTEMFRERN
0 ZLEMFREKRN
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(=N gl

o (@At
o BIMITENAZR M H L EREMHHAMERITENS IR
o RAKEXZIRESSITENHIMEREVHIRIITH

o EXTRIBkAK
° f%?ﬁé%%F’“é% (signature) KYRNAEIITT
FERARRNENEZNENLE, Tk
ﬁwﬂ%m&Amﬁ

o BITHENAGHMEFN RN EZMFEKX
BER

o REWN—EIRE LAEMBRRIRIXLE 5]
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o HVERT
o MERMIWALAFLERNILREED
o HHESAATERAMNTRE S, BTERBERNES (1
RAHEHET)
o HiVERIKEL
o fEARER
o BB ETEHE
o FHIER
o HEES

o EXTHIPkEK
o TRIE. AERARYSERTHLI
o ROKBAEER
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o EfFERREWRN
o MFERBEILK
o RUBFMMRR . UREIRE

o EXTHIBkL
o AHEEMITETA
o RSEBAEEES
o MIEWREIFEE S HTHE
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Tk {pte

o TAMR{FHE
o NERTURGTHNE, HHRE. AFRERETHNE. BY
BRI TR,
o LIEATRE A
o REHTCER
o REHMERIERE
o CRIKETRRIE AEE
o ERHIHL
o BUBMAMEK, FeALATARE
o WEHIBAENFE

o WMBIRESFMHFILAILE

BB (HIXZ HEF) HiRisiRS R A 2021.10 14 /88



Bl ALE

o BlRFEill
o HMIBERT A EIZER PR EE
o MEFRFHREXE

o [FHIAS
o x FEREIGSHT
o FLSMUEYE
o DEEGSH

o EXTHIPEER
o EARERN
o HIEEIFFEK
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O EEXMRMFEMNRINANER
O Hxif ARIFERN

O AEREWNPAIERES

0 REWNMGERTREG

O BDIREHIR

0 m|lsA At
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SERNEXFR

o MAMIBHILE
o lE:

e supervised
e semi-supervised
@ unsupervised

58
o RENAH H
RE

K MEIFE SR
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BNEHE
SERMBH RS DABIER R RIZRAMIE (Record Data)

7| srap S pegyp | Dest Number

time Port of bytes aack

206.135.38.95(11:07:20 160.94.179.223 | 139 192 No

[N}

206.163.37.95{11:13:56] 160.94.179.219 | 139 195 No

@

206.163.37.95(11:14:29 160.94.179.217 | 139 180 No

'S

206.163.37.95{11:14:30 160.94.179.255 | 139 199 No

o

206.163.37.95/11:14:32) 160.94.179.254 | 139 19 Yes

o

206.163.37.95/11:14:35) 160.94.179.253 | 139 177 No

=3

206.163.37.95/11:14:36) 160.94.179.252 | 139 172 No

@

206.163.37.95/11:14:38 160.94.179.251 | 139 285 | Yes

206.163.37.95{11:14:41| 160.94.179.250 | 139 195 No

©

1

=)

206.163.37.95{11:14:44| 160.94.179.249 | 139 163 | Yes

B e RBVEHE
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MNBRE—EEEE

R
" R 1 ¥ //,’39
BHrREEEE . Duration  DestIP
— =%
o ZITHE 1 |206.163.37.81| 0.10 |160.94.179.208 | 150 No
o EEE 2 |206.163.37.99| 027 |160.94.179.235| 208 No
o HELEHIE 3 (160.94.12345| 123 |160.94.179.221| 195 Yes
o 4 |206.163.37.37| 112.03 | 160.94.179.253 | 199 No
o REHUE
5 |206.163.37.41 032 |160.94.179.244| 181
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E: BiEER

2021.10



MANBE—E R EERR

éﬁﬁ;guzrﬂjﬁﬁziﬁmig GGTTCCGBCCTTCAGCCCCGCGCC
° mﬁ}%_ (quT_“‘Hj) CECAGGEECCCECCCCEBCGECCGETC

GAGAAGGGCCCGCCTGGCGGGCG

=3 GGGGGAGGCGEGGGGCCGEGCCCGAGC

° IIE-'I CCAACCGAGTCCGACCAGGTGCC
° HTJ.;IQ CCCTCTGCTCGGCCTAGACCTGA
- GCTCATTAGGCGGCAGCGGACAG

° (graph) GCCAAGTAGAACACGCGAAGCGC

TGGGCTGCCTGCTGCGACCAGGG

TH- 1-35W
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SE a4 H

o BFE
o S—MHABRAE— EX 7 SE RBE 7 05
o FHRHF supervised Kk

° S
o B—NIIXHEAEHESE—T "RE" SV
o AEREEN—NTHERE—F 5%
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SERNEITERTER

BERRE ACC REEMEA—TBERITEN ISR

o LhII— ML RELIRE DA 99.9% KIIEFEEIE 0.01% WEE
BiE, WR—MGEEEREHIET AEER D FEETUES] 99.9%
R AETRE

o RERMAEX/NBERAFE!
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HENE

SERNFITEMER—TF EE2

o F EEMXERAET BLIERMFEE

TP - TP
Recall(R) = TP+ FN Precision(P) = TP FP
Fscoe——2XRXP
ST TRy P
o
Confusion INES
matrix [y T
Scbr | SeEe | TP FN
WX e [ FP | TN
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E1-3
ERNE

SERMEITENTIEIR—ROC & AUC

o ROC HiZ 2 {HPAMEZE (False Positive Rate, FPR) FNEPRMEER
(True Positive Rate, TPR) Z [a] R4 .

TP TP

TPR= ————— = ——
r TP+ FN P
FP TN
FPR -

e —
FP+TN N

o AUC ##8) ROC M THMER, BUEBEAE [0.1]. HEX, #
BRI M RE LT >
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Box-Plot )5 &l

Interquartile Range

Outliers Outliers
(l, o|— —|oo
"Minimum" "Maximum"
(Q1 - 1.5*%IQR) Q1 Median Q3 (Q3 + 1.5%IQR)

(25th Percentile)  (75th Percentile)

-4 -3 2 41 0 1 2 3

E: Boxplot FHIFEEKS

KF  REFR) HiRisiRS R A 2021.10




Box-Plot )5 &l

QO E—MoHrEy (Q1): WFRTHEH{LEL (Lower Quartile), ZHEFi%HE
AR EHER/NEIXHIESE 25% HEF.
Q@ F-MuHrr (Q2): wFrd %L (Middle Quartile or Median),
FiztERPEREEER/NMEIXHIIESE 50% HE=F.
QO FE=maou#y (Q3): bR EMHar#y (Upper Quartile), &FiziF
AHEREHER/NEIXHIESE 5% BT .
Lower Whisker = @1 — 1.5AQ
Upper Whisker = @3 + 1.5AQ
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Box-plot FARY & & il

AR
ShER 2] — KR HR ShR
1 3
Q1-1.5xIQR Q3+1.5xIQGR
| — —
Extreme Mild outliers Wedian Mild outliers ~ Extreme
outliers outliers

L ' . L s ' L s N L s N '

= So “ac =T 20 =T o ] 20 3c ac T 6o
2 6980 067450 067450 26980

L " N s . N
= T = ac 5o 6o

L . N . N .
B 5o Ao ac 5o 6o
. L= _
E: BoxPlot RIS EWRN - -~ - -

iRz S N A
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BEE/FEESERNEE

ALE/FEEREENEX

° o, Normal Class 1
; e One-class Classifier
! . I - Normal Instances
~ \\ g - - x x o SN
Multi-class Classifier. o ok X "X : XXX .
. /x ); e x x
"~ Anomalies Dxowox R xR
o e x X x X xX e Anomalies
e foeog, < e T x i
Jiano L REE RV .
xx x )(X x N o o o X X x
x \ Xk x x x/
X X ox x| Normal Class 8 " x x X /
XX XX N . « x
M R x X oox X
x . ‘>X x -
_.-"" Normal Class 2 e
(a) Multi-class Anomaly Detection

(b) One-class Anomaly Detection

E: EFHEMFERNEZ.

BHIG— o H RN LR RSN RIRE %

BB (HIXZ HEF)
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BEE/FEESERNEE

ALE/FEEREEN

=
0 RIEFH
0 BEBIREXRIME ML FE

R
O REREBULATLE
9 AFAT

O TR ME

QO REERIBEENIFHSELE
O KHUAEHIHEHEIL K

0 EEEELBRER
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ETHEBENRERNTTE

ETHEBERNAE

HEAR B

SEHEREENES NIRRT,
SENSETAREAZIEHSERHEERENX .
s

0 HERER

QO ¥MTIFERETE

O kT, BRIk

B

O IRBUHIE

O HERCIER SR
O ZERMELUREE

O XHIERIE EHUR

4
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ETFHEBENSERNTTE

ETEBNREWRNT % DB (e, 7)-Outliers
EX
BIEEP SERBER/N « WERLLGIAETF «

{p | Card({{q € DB | dist(p,q) < €}) < ﬂ}

OutlierSet (g,7) = Card(DB)
ar
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ETFHEBENSERNTTE

ETHEEHNFERMEL: KNN-Outlier

EX
fEH KNN S21Am KiE4z/E, A K ESHEESEARES
5. AT AREZAA) INN,2NN, ... KNN IR EAF ERISNME.

T

TEREHEFHENER £, HiEAR KNN B. R a 4R b HAm
K NN, MEFE—FARAM b FER a. BERITHEENNEEARE
HIFEHR -

P

0 EZEEFE. O(NV?),

O RIBBIBTEHHES A PR TR.
RBE?
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ETF KNN (IR ERNEE
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HFZERAE: Local Outlier Factor(LOF)

MmN, RMNEAXFE—EE: HERERRMEBELGITTEER

\\\\\

gwm, INMEENFRLERFAREERERIERR T ERR.

BEERHE
HARBI b MR M BB ESEOIASH FHREEZ L J

LOF Z B R MRS G ARNEE
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Local Outlier Factor (LOF)

LOF RIHEXE N :
o k-distance: £ k iEEEES
ERES p MHER S, 5§ s
RIA p ZEREER . 124
k-distance(p), BY dk(p)-

@ k-distance neighborhood: £ k FFES
&Pz
= p BIE K EEEME Nu(p) B85 p
BEE/NFETF k-distance(p) HIFFIE = -
EH [Nu(p)| > K.

BB (HIXZ HEF) HirisiRS M A 2021.10 39/88



Local Outlier Factor (LOF)

@ reach-distance: A[iAEEES
=o Bl p RIS k AIEBEERENX K
reach-distancey(p, 0) = max{k-distance(0), d(p, 0)}

Bl o Bl p W95 K RIAERES, E HE2 o By k-distance, Z{EH o.
p BIMEXEE. XtWEKE, Lo AW kAL o BIENH
%k WIABEEAREE, E%‘B%? dk( )o

reach-distancey(p, 01) =
reach-distancey(p, 02) = d5(02)

BB (HIXZ HEF) HirisiRS M A 2021.10



N il
Local Outlier Factor (LOF)

@ local reachability density (Ird): FEFA[IEARE
R HIE Lk BHAIEZEEENA

2_oe N, (p) Feach-distancey (p, o) )

Ird,(p) =1/ (

[Nk (p)]

Bl= p B5E & SBEIARI RIS p BOFISATABERS A B4

—ERELWURTR p MEHREE: FIHEERES,
BEFIA B EMK .
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Local Outlier Factor (LOF)

o local outlier factor(LOF): FEPEEEEREF
R HEHNBEHEFENA

LOF(p) =

1 Z lrdi(o) ZOENk(p) Irdy(o)
| Nk(p)| Irde(p) — [Ni(p)| - Irdi(p)

0ENL(p)

BIm p 5 & 4B Nio(p) FRAIBHATERRES S p RS
EZEERITEE
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Local Outlier Factor (LOF)

o LOF ~1: mp SEMEAZERMN, p ATseMEPBBERE—%-.

° LOF << 1: Ii;\\ p H"J@’Ek’?ﬁ%iﬁl#\%gl p j]%j%lﬁ\o

o LOF>1: mpMERENEMAREE, p THERES

1N ©°

outlier factor OF

Data set
LOFs (MinPts = 40)
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ETZENAENMLA

o ZETHEMAZER, p ALWEARESR, M LOF NS py #0
p2 BBFIARE R

o ETHEBEHA ARSI ps HMHFER, M LOF A&,

T e

Distance from p; to C .

nearest neighbor ‘N . : i
Ps * .|

3

Distance from p, to
nearest neighbor \
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LOF HIZ LR

O FHMEZEEMARMGITAR
Connectivity-based Outlier Factor(COF): i&{HhiF M5B L FIF
te3linl: ) ALY

O MEARELKERIEIE

FIHRIE, RBEFNES/AOEEERN
0 REEME

HERIS, BABEUARREE

BB (HIXZ HEF) HirisiRS M A 2021.10 45 /88



ETREMTTE

O EFB#MH =
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ETFEENAZX

BN
BEMRERNEFARFTENFNLKETS, mERZEUBERHIL
&%
E?ﬁ%%ﬁ’]ﬁﬁ#ﬁﬂﬂﬂﬁ%ﬁ’]ﬁiix
O EEMHIESEN—TENREST, MEEHEASETEME.
(2] E%éﬁ}ﬁuﬂtﬂ]ﬂn_ﬁ’l, EHROLERERL, RERIESEEBLEE
BRIZ.
QO EEHIEETAEAENE, REHBARETEMEDSLEEFHE
TN OE a3

BR (I KZE SEFe) HirisiRS M A 2021.10 47/88



HEFBENEERNEZX

L MEARHITRE, HEAEXFHHREAREHIE.
© DBSCAN

@ ROCK

© SNN clustering

BT RENRE, BURMELMRIE
2. MTENME, TEEIRIENRBREPORER, FHMEARESE

Two-step method

3. Cluster-Based Local Outlier Factor (CBLOF)
RN + BIRAEFLHIEES
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L ETRE
Cluster-Based Local Outlier Factor (CBLOF)

CBLOF {f ARARMEMBFEIREENRE, FRERLPLKER
BT HESHERFER T

o B, EEEMBAAEINEIEHITRE (FH Kmeans), KFHE
FAiik.
° SI_BLOF FARBREZAMARBXLHZ S AXFEFNE. BfEEN

o WA FEHREE M A B/NEY IR PR HESF
|C1| > |Ca] > |Cs] > ... > |Cy|
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Cluster-Based Local Outlier Factor (CBLOF)

o EXFNSH o 1 5, HRHKASEEFHERNFME:
(IC1| + |Co| + ... +|Ch|) > |D| - «

|Col/|Cy+ 1] > B
S RFRABIT S EEMFOSREEREN . b/b+ 1 BPAKNERIS 2.

LargeClusters(LC) = {C1,Cy, ...,Ch}
SmallClusters(SC) = {Cyy1, Cpt2, ..., Ck }

o HMLFEARREKXERMHEMNFUHNSDE, RIEAHE
HWEBHEN, RERAKITHEREENNSE.
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L ETRE
Cluster-Based Local Outlier Factor (CBLOF)

o HiEm p HBREFENXA
|C;| - min(distance(p, Cj)) where p € C;,C; € SC and
CBLOF(p) = C;jeLCforj=1tob
|Ci| - distance(p, C;) where p € C; and C; € LC

B p AXEPHS, WESETESEIEXNS p BIZaTHEPOESN
FR.

BN, HEHAHEKXNS p BISIERKEHOEBRRIRR.
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ETREMTTE

Cluster-Based Local Outlier Factor (CBLOF)

o REMENEANEHEFE EXFESHLE (—

WA 1%),

BRHBHEFERH 1% B, BREARER.

Cluster-based Local Outlier Factor (CBLOF)

10 M
.
. .
.
08 M
0.. L]
0§ A .
.‘.s'.
ooy .
04 %o e
L . .
Q. * . L]
%
0z ® .
02 ---- learned decision function
inliers
00 . outliers
00
00 02 04 06 10 00 02 04 6
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ETFEENERERNEE

=
0 ARZUMHNBLEZE
0 RERAERZETURERIZEWNER

B
O REREEERIZR
0 RAAFZRAFERNEBAIRMU
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ETBHES T ERNERE

O ETEES TR ERNIEE
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ETBHES T ERNERE

ETHES RS ERNER

SRRz
TEEIBEZABRSTERN, MERERENRSBAKNENGTE
SRR

RIS
EEFEAHAE— IO THSHREEXE, MR EEARNH RS

BEFIHRENFREESY, STHERRLNEREE
HtEEE.
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ETBHES T ERNERE

ETHES RS ERNER

B
O AEHREFE— TR ER
O RIFFRRENEFE—MRREE
O ITERNB ST HEARRITER
O HKRTHEENEKREAFTEREE

O EER: SS9 %, A4S % (Poisson Distribution)

e M \F

k!
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BB (HIXZ HEF)

4 6 8
)L R

— T4y h 7ERT 18] i8] fR FTBR /MBS T ARPR UL B = AR 53 T

HiRisiRS R A

ETHES TS ER MR
N
=L/

- RN/, o0 RN GO,
.35 [P5% T BRI 0.35 37 TAISEI60TR
.30 0.30
0.25 0.25

g .20 % 0.20
0.15 0.15
0.10 0.10
0.05 0.05
o.00 4 6 8 10 12 o.e0 4 6 8 10 12
22) LAY K 22) LAk
0.4
0.35 Hgggiggggm
.30
0.25
g .20
0.15
.10
0.05
0.00 . 22

2021.10



ETBHES T ERNERE

ETHES RS ERNER

=
O AIFL MR RER A HHikE
0 AHEERNERERFIRESE
O HEBXMENMMEETRFERMEHITMEIT
O T ATARRIHFESE

B

O RFITHHRRI LRI
FEXENBIRHITRIZMIT

O SHIEMLL HE R RREHITER
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ETBHES T ERNERE

ETRENSFERN

0 EEHASHMBEANELKBMELRS

°= %N 544
0 REFHARSHMBEANEL R AEXHE— }
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ETBHES T ERNERE

ETRENSFERN

—8— normal
—®— anomaly

angle (rad)
-
w

s
=)
|

o
5
)

o
o
|

label

E: T RENSERNZEE

[} = =
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B-S RS pia g topli L One Class SVM

BRHSEFE:

0 Bo% (RBEEXEMATREENSAFLR)
0 —&5%k (HpEH%)

0 zo% (ARSXE)

=B % = = 1 [
FEZaEBIBAR, EERHRBERDOROERER, ZGHOERNE—
N4 28R, T OneClassClassification R ZGEARRE—Z, Eitk
NEHM D ERZEARB T ZENMEEMERFZNA "R BT, m
ARBETETS—HEAIRE "2 HER.
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B-S RS pia g topli L One Class SVM

One Class SVM

REMRIZ
SE—TBFERHEAPRIEGE W, Bl RX 8 FEHEREK,
TR PRI ERTINARIERES.

o EMESMETUEFIMNSEXOEALEHRENAR, EERLKUE
FINGE, AEEIGENRE.

o MBLZBEINFE, RMNMAIHISWBETEUARIHKIIEFRE
g 7

@ One Class SVM XM ]I RBEAERS . Hf— ﬂ’ﬁnﬂﬁ']

Y44 SVDD(support vector domain description), H3ZEhE K
[B] 2R )

HirisiRS M A 2021.10 62 /88
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B-S RS pia g topli L One Class SVM

One Class SVM

SVDD M B#R#E, K—IHilA a FEH R BR/NKE:
F(Ra,&)=R*+C> &
& RGBT E, FEXIKEHE:
(@i —a)" (@i —a) SR+ & V.6 >0

B IXNF MR ILER training set PRIHIEREEEKEE
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B-S RS pia g topli L One Class SVM

One Class SVM
MAESTEXRBHEIR XBETAR, ETRAKESEN SVM JLFE—

¥, BHRAMERERFE:
L(R,a,01,&) = R*+C) &
-—§:cw{R2+§i—(xg—zam-%aﬂ}-E:%@
FB =0 v > 0, MBHKEHATTHET 0 B2 Z

i

C-ai=7%=0 V,
BEmAKXFENREA R R EE, F32):
L= Zai (xz . 33‘1) — Zaiaj (l‘l . l‘j)
7 2,7
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One Class SVM

sklearn.linear_model.SGDOneClassSVM

class skdearn linear_model SGDOneClassSVM(nu=0.5, fit_intercept=True, max_iter= 1000, tol=0.001, shuffle=True, verbose=0,
random_state=None, learning_rate="optimal’, eta0=0.0, power_t=0.5, warm_start=False, average=False)

[source]
Solves linear One-Class SVM using Stochastic Gradient Descent.
This implementation is meant to be used with a kernel approximation technique (e.g. sklearn.kernel_approximation.Nystroem) to

abtain results similar to sklearn.svm.oneclasssvM which uses a Gaussian kernel by default.

Read more in the User Guide.

New in version 1.0.
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One Class SVM

One-Class SVM versus One-Class SVM using Stochastic

This example shows how to approximate the solution of sklearn. svm.OneClasssvi in the case of an RBF kernel with

Gradient Descent

sklearn.linear_model.SGDOneClassSVM, a Stochastic Gradient Descent (SGD) version of the One-Class SVM. A kernel approximation is
first used in order to apply sklearn.linear_model.SGDoneclasssvM which implements a linear One-Class SVM using SGD.

Note that sklearn.linear_model.sGDOneClasssvM scales linearly with the number of samples whereas the complexity of a kernelized
sklearn.svm.OneClassSVM is at best quadratic with respect to the number of samples. It is not the purpose of this example to

illustrate the benefits of such an approximation in terms of computation time but rather to show that we obtain similar results on a
toy dataset.

One Class SVM

learned frontier

training observations

e new regular observations
new abnormal observations
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KABEII2RF BRI

5|5
ERERNNFSZE—T, MERENEETNKS, EXRDHER
CIEZ 5 C=iN: s £ L1

A2 R K-Means A6 WRERE, EREMHRELERTHIAT

M - 5 “ -
(a) (b) (©

rithm is implemented. (a) Imbalanced data distribution before clustering. (b) Clustering result in the

&
OREY TS
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KA E X =R I ER R R

B

BRI RKRBARERE 7 E2EBEFERIE 7

BHERIE
o BARWVARHIRIMA, HKR = HEFE

o INMREMELMERY, LEERWEINARIRVERIME—IRAE
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K-Means H9 t G5

X =Ax1,...,zn}, Zi

zeC)

AT E HER BRI R L K-Means BHREEL

k
Fi=3 > llz—ml?

=1 z€C,

MRFEERRREW, WREZIEHE, UFEREBIRBEBHILRBER
ﬁ%ﬁiﬁﬁkLﬁ ML BT X EN AEBF K- Mean A
HEBRPE.
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K-Means R4 GRBE

Py
<

d(Cp, Cq) Z Z H%—%H

2, €Cp ;€0

ETESHBREEFRAEREAZERIERZ:

ZZIlwz—x]H —Zd CLC)+2 Y. d(C,C))

i=1 j=1 1<i<j<k

*HINEAZENSRGHEERE. BIMEER, D H—THEERERE
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K-Means BJR & 51
BANEREZSEMNER:

n n
Dy =YY |z — x> = d(C1,C1) + d (Ca, Ca) + 2d (C1, C)
i=1 j=1

AR mi = Y,e0 2 RN

2
B=3 3 o —mi?

I1=1 zeC,

AIASE

1 =
§ : 2 )

xi,xjecl wi,Z‘jECQ
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K-Means BJR & 51

AN\ -
< -
d(Cq,C d (Cy, C d(Cy,C:
Fg):_n1n2|:(12 1)+ (22 2)_2(1 2)
m n3 ning
PR ERIAE B
n n
Dy =Y flws —ay]* = d(C1, C1) + d(Cs, Cs) + 2d (C1, Cn)
i=1 j=1
KRNRI AL S 2IH -
1 1
F2_2_ Z |’xz_$]“2+2_ Z ||:L‘,L—J;JH
n
zi,2;€C 2i,;€Co
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K-Means B KGR

Mo "
_ Fy D
B= o,
REMEEART ? METERNEREES R RS A,
B—

2d (Cy,Ca)  d(Cy,Ch) n d(Cq,Cs)

ning n% n%

+2 [Jmy — mo||?

RESE:

F]g) = 2111112 ||m1 — MQ||2
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K-Means B KGR

FRENHE K-means ik B ARSUE RIXHF:

o FY Dy
2= 2n 2n

HAPEEHBnT:

Fg) = 2111112 Hm1 — TTL2||2

*Dy T BN IBETS RS
o Bt BIML P ZHhTFEAK FY
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K-Means BJR & 51

F[()Q) = 2n1n2 Hm1 — m2H2

o BIF ni+np=n, MRAEFEEF—M, PLAZANRKELSANY
ny =ny = 5 BEE], HEtRH, K-Means SBITIEEFNBDER A
e -

o BEEX FR—MMME—MESHEHEXME . KEXWERAE, WRE
BEPFHERTENBEBF, XZEMESEREL, BAKFY
LA EEERESENXTFHRL. BUNREEEPH
ADBEBIF, XZEHNESILRIET, ﬁﬁféx%ﬂuigfifﬁ@ﬁ%ﬁ#

R, i
o BENEEFABRST, X1 RRESRERAE. ﬂf@é
KETBEH. Y
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Bonus

o IAR=SHAMBLR, BEXESZHLNBEIRL, BEEEFHE
RIS -
o MBBRXMIESIRSAMS . FREFSHNS
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Bonus

o BT ALK BREAEXRN M, BB ARMTE
S LR TR 851 B 2

O EERE: MAMTIIERA I EE 1 ERL N BT S

O WIERE MEEEHTTAE, RRENEIBTARERIEEY

5
O EAE: AEZR/RUHARERFHITITM, MRS EMIEREITE
i
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IRSZFEH#K Isolation Forest

Iforest FHRI A BEEZIMAIAIBAFE 2008 iR, BIAMRYF, HHEIZL
RS, EARAESHMEIEEEE ATURBA T ZHER.

HARIZ

HERETEHER, SHREIKIERTEER EELXIBHBEERRIR,
EATLUA AR EXEREENBRERZSEN . FEREHTREME
FERBAGE, THREERDLAISHATLISEMNSRERISHE, ™
EEHEREER-
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FNIZFRHK Isolation Forest

[ 2
[ Jus)

[&: IForest —4E R4

'https://zhuanlan.zhihu.com/p/27777266 o T =
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FNIZFRHK Isolation Forest

e o
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& °
e o
2 d o -]
& © 9 = o of R
e g %o © 0% g o0 o
@ -]
) N °o @ @ “ %o °
° ° N 5
o, ©8& . o, 2788 .
g & oo e E & ie B
$ 5 ° o e 2o a
e - o o o .2 "b
CL3 % adg ;
c °
£ T %4, %! N
o] 0 58%s o 8 5 i ‘8’ ®° g o
° &o iy 5 a go Fy :
s 2 2l e ® o % ° 6o e% :
° 9 o :eoéfg
a o H
T o 5
o S0 el e © )
bl o
’ Xo
(b} Isolating @4

(a) Isolating =;

[&]: IForest — #7151
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IS FR#K Isolation Forest

S ARHREIE X
iForest 1 T /4~ iTree AR, B iTree E— M-I L4,
AL B TE X
= T A — 1R, T EERMER: ZEFV AN R,
BENFER (1, T,) FA—A test AT R. £ T B test B—1 &
% q f—NSER p AN, ¢ <p HIRET T, RZEF T )
BEKENENX
B x M iTree BIIRT S 2IHF1 23 E

H<§\,/ 189—1@;—\\

46 UNN
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Algorithm 2 : iTree(X,e,l)

o Bﬁ*}liﬁ%—ﬁ\}%'l‘i ' Inputs: X - input data, e - current tree height, [ - height

O FEHlEIEZ BN —ME; O e
O REREMFRITRMTHE, B I
BT RENERREETFS wsconly o ot

randomly select an attribute ¢ € Q
,ﬁ\ i *E*a:%.q: @]1EE(J-1'E§HEE , valuesofam-ibuteqinx

L

randomly select a split point p from maz and min
X, « filter(X,q < p)
-¥-:‘ﬁ““ i r)itur: ;{;;l/fd:({);eqftz i))iTree(Xg,e +1,0),
0 FPAMIEEEIHE A THMA: w Setang g kre L0
o ﬁ?)\ﬂ"]éiﬁ%/ SNHTIR 1Ei§‘2%‘ ii end if Splitvetue =}
— IR
[>) ME’Jan BITIRESE: B PR B & AT
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BEK BRI

B FHRERT SAIEE h(x) KERFET—FIER x RERFER
(WA RIRIE h(x) FIEf x RERFER)

Algorithm 3 : PathLength(z,T,e)

Inputs : z - an instance, T - an iTree, e - current path length;
to be initialized to zero when first called
Output: path length of

1:

B0 R W N

: end if

if T is an external node then
return e + ¢(T.size) {c(.) is defined in Equation 1}

: end if
: a — T.split Att
: if x4 < T.splitValue then

return PathLength(z, T .left, e + 1)

: else {z, > T.splitValue}

return PathLength(z, T.right,e + 1)

E: BRI
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|Forest &%

_h(=@)
S(x,n) =2 <m

c(n)=2H(n—-1)—(2(n—1)/n)
H(k) = In(k) + ¢, = 05772156649

Algorithm 1 : i Forest(X, t,1)
Inputs: X - input data, ¢ - number of trees, % - sub-
sampling size
Output: a set of ¢ iTrees
1: Initialize Forest
2: set height limit [ = ceiling(log, v)
3: fori=1totdo
4. X' — sample(X, )
5
6
7

Forest « Forest UiTree(X',0,1)
: end for
: return Forest

. IForest Hi&iRIZE
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|Forest &%

e
O LM EIEHRE
O SRMBEMEY, IHFAMESHITE

B
O SHHIEIE, TEFHFIREHIE
O MELIAME FHENHLL =
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Q L=

Q EFsithA

© BLE/;:UBREHRNE X
O ETFHEEHMSERNSE
O ETFZENHE

O EFBEMFE

Q ETEEHS TS ER MR
@ One Class SVM
o KA

O ETFwmAx
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