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HREPHRS

ALy Lf =\
FEHEX
An outlier is an observation which deviates so much from the other

observations as to arouse suspicions that it was generated by a
different mechanism.

BIREPESXNBAHAR—HHNERRAFEEAR (anomaly

sample, abnormalities, deviants, outliers) o

7 5 1N B E X
BEARN (RN FHEEN) REBTHTETF RN FH
g
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o ELHIRE

o TEIE

o E¥E
o KRATMBENHIEXLFAGHAZERE

Anomalous Subsequence
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FERNEI

QO FLEEBEREWN

0 IREIREHME

@ HHRFEaIR
Q FhEEREWRN

0 HIES IR (Distribution Shift)
QO BEEREWRN

0 FEIRTIREX

0 IZEED MM (Distribution Shift)
Q0 LEEBEREWN

o HOBEBESNEENSHER

0 IZBFr&IT EYE

Out-of-distribution (OOD) Detection
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B RTTE:

Q ok (REEEXERATREEXARA)
Q@ ok ()

Q 72X (BROX)

BHRE ZH LMWK
BARPIMPMINGHAERE %, FLIGENSEBETR
FRAMMARMHEAHR N T2 0T, Tr2ETRTS
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One Class SVM

EERIX
SE—NMBTEFEARNESELR, Tl ERX I EER
HORSK, ERNNHABIANZIEFAR.

o TIRBFEIMIE, THEIGZENIFE.
o MAELKEGR TISHIAHNBFEEULIKIFHFOE?
e SVDD(support vector domain description) 37 [ 21k
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One Class SVM

SVDD Ktk BARILE, R—DHLK a, HEH R H9R/NRE:
F(R,a,&) =R +CY &

& BRI E R, FEXPREBE:

(zi—a)" (zi—a) SR*+& Vi,&620
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One Class SVM

Original space

Feature space

SHBEESHIEZTATNETR/EERK, FEREREMEN
HHRR BRI
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Deep One-Class Classification(DeepSVDD)

RAREZ SN T ERLIESR One-Class SVM &L

\J

DeepSVDD|Ruff et al., 2018]*

!Deep One-Class Classification(ICML2018)
2 W £ I 5 Ry
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DeepSVDD

REAZIFIRIETE, FAFIE—DRAENEEERE
RIERMBMINZRFA

)\ L
minF? +—Zmax{o 16 (W) = el = R} + 53 Wl
0 H—TTHEFAENEE

Q F_INXHBIFEINY I TEEST
© SE=InF|F IEN{LPh IEAE R 1R

~J

XEAVFNEHAREZOENFERAR, v IiEFFHLH
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DeepSVDD

wXbrpET, IGETUREREREER, FLBEERLRE
REFOER

1l pypa 2
mins 2o @i W) — el + 53 Wl

.l c MIEFBERBAERTG A, WRIEF SISEHIR LS,
B EEARENSEE RO, FOBRETRE

s(a) = [|¢ (& W) —¢|”
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DeepSVDD

Table 1. Average AUCs in % with StdDevs (over 10 seeds) per method and one-class experiment on MNIST and CIFAR-10.

NORMAL OC-SVM/ SOFT-BOUND. ONE-CLASS
CLASS SVDD KDE IF DCAE ANOGAN  DEEpSVDD  DEEP SVDD
0 98.6+£0.0 97.1£0.0 98.0x£0.3 97.6+0.7 96.6£1.3 97.8£0.7 98.0£0.7
1 99.5£0.0  98.9£0.0 97.3x0.4 98.310.6 99.2+0.6 99.6£0.1 99.7+0.1
2 82.5+0.1 79.0+£0.0 88.6+0.5 854424 85.0£29 89.5+1.2 91.74+0.8
3 88.1+£0.0 86.2+0.0 89.9+0.4 86.7£0.9 88.7+2.1 90.3+2.1 91.9+1.5
4 94.9+0.0 87.9+0.0 92.7+0.6 86.5+2.0 89.4+1.3 93.8+1.5 94.9+0.8
5 77.1+£0.0 73.840.0 85.5+0.8 78.24+2.7 88.3+2.9 85.8+2.5 88.5+0.9
6 96.5+0.0  87.6+0.0 95.6+0.3 94.64+0.5 94.7+2.7 98.0+0.4 98.3+0.5
7 93.7+£0.0  91.44+0.0 92.0+0.4 92.3+1.0 93.5+1.8 92.7+1.4 94.6+0.9
8 88.9+£0.0 79.240.0 89.9:x0.4 86.5+1.6 84.9+2.1 92.9+1.4 93.9£1.6
9 93.1+0.0 88.2+0.0 93.5+0.3 904+1.8 92.4+1.1 94.94+0.6 96.51+0.3
AIRPLANE 61.6£0.9 61.2+0.0 60.1+£0.7 59.1+£5.1 67.1+2.5 61.7+4.2 61.7+4.1
AUTOMOBILE  63.8+0.6 64.0+£0.0 50.8+0.6 57.4+29 547434 64.8+1.4 65.9+2.1
BIRD 50.0+£0.5 50.1£0.0 49.2+0.4 48.94+2.4 52.9+3.0 49.5+1.4 50.8+0.8
CAT 55.9+1.3 56.44+0.0 55.1+0.4 584412 54.5+1.9 56.0£1.1 59.1+1.4
DEER 66.0£0.7 66.2+0.0 49.8+£0.4 54.0£1.3 65.1£3.2 59.1£1.1 60.9£1.1
DOG 62.4+0.8 62.4+£0.0 58.5+0.4 62.24+1.8 60.3£2.6 62.1+2.4 65.7+2.5
FROG 74.7£0.3  74.94£0.0 42.9x0.6 51.245.2 58.5+1.4 67.8+£2.4 67.7£2.6
HORSE 62.6+0.6 62.6+0.0 55.1+0.7 58.6+2.9 62.5+0.8 65.2+1.0 67.3+0.9
SHIP 74.940.4  75.1£0.0 74.2+0.6 76.84+1.4 75.8+4.1 75.6+£1.7 75.9+1.2
TRUCK 75.9+0.3 76.0+0.0 589+0.7 67.3£3.0 66.5+2.8 71.0£1.1 73.1+1.2
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One-Class Graph Neural Networks for Anomaly

Detection in Attributed Networks(OCGNN)

Hidden Layer 1 Hidden Layer 2

.
'@ Labeled Normal Node

]
Y
1O Unlabeled Normal Node 1
|
Ev Unlabeled Anomalous node ! %—j
RelU

'y
Hypersphere

Node Embedding

N
i
1!

Attributed Graph
ributed Grap

OCGNN2E #% DeepSVDD HIRIEF 12855355 GNN

20One-Class Graph Neural Networks for Anomaly Detection in Attributed
Networks(Neural Comput & Applic 2021)
2024.12.17
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Method

Cora Citeseer Pubmed

IForest  53.09 4 0.03 46.33 = 0.03 65.57 =+ 0.02
Raw Feamres | OCSVM 5435 1 0.02 57.05 4 0.03 45.50 + 0.01
PCA 62.17 + 0.01 58.10 = 0.03 71.06 = 0.01

AE 62.17 £ 0.01 58.11 = 0.03 71.05 £ 0.01

IForest  57.87 + 0.02 51.00 = 0.03 60.73 = 0.01

Decowale | OCSVM 52,10 4 0.03 43.13 £ 0,02 60.22 % 0.01
cepva PCA 55.90 4 0.03 46.65 + 0.02 61.66 + 0.01

AE 55.91 + 0.03 46.42 = 0.02 61.66 = 0.01

IForest  53.56 + 0.04 45.55 = 0.06 65.60 % 0.02

DecnWalkeRaw Fear, OCSYM 5159 £ 0.03 42,95 4 0.02 60.10 + 0.01
P “PCA 62.38 + 0.02 57.96 £ 0.03 72.04 + 0.01
AE 62.39 + 0,02 57.96 = 0.03 71.91 + 0.01

GCN-AE  80.53 + 0.05 59.52 = 0.09 58.26 =+ 0.02

GAEbased  GAE[11] 60.15+ 0.08 51.80 = 0.03 54.27 + 0.02
Dom[7] 6750 +0.25 62.44 £ 0.15 53.92 + 0.04

OC-GCN 7325 £+ 0.02 62.81 & 0.01 54.53 £ 0.01

Our OCGNNs ~ OC-GAT  88.19 + 0.02 79.06 £ 0.03 60.98 = 0.01

OC-SAGE 86.97 £ 0.04 85.62 4 0.01 74.72 & 0.03

OCGNN LI 50 5R

AR (IIKZ
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Subtractive Aggregation for Attributed Network
Anomaly Detection(CIKM2021)

BLNFETRET2MNLESBERAENRL, XMHEBHE
BEA LA TRARE

AT RIRIESPERIENEEENT RIVFHE

Zi = ¢ (X’La W) )
h; = 0 (z; — AGGREGATE (z;,Vj € NF))

Bt DeepSVDD F 3BT

1l 2 Ay
min 2 31— el + 1€l
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AAGNN

M RANREETEL R

Mean aggregator:

hi:O' 2, — T—7 ZZJ

l jGNk
Attention aggregator:

- exp(LeakyReLU (aT [zieaz]-]))
Qij = ZjEN.k exp(LeakyReLU(a” [z;®z;]))

hi =0 (Zi — Zje/Vf Oéiij>
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BT BRIEEN 7B

B BRIR

Bémigzs i BirE R/ METBEIRNEMIRK, RRODMERMS
RN, [FEFEART BT E T RS A A R AR 5T 3
Eo

REEH

Z= Q. (X; @e) ;X = ¢q (Z; @d)
{6;,0;} = arg Iélin Y xex X = 904 (9 (x,0.);04)|° 5
ey Jd <

sy =[x — da (¢ (x;07);05)|
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BT BRIEEN 7B

= FHEY AutoEncoder 4544 :
© Denoising AutoEncoder
@ Sparse AutoEncoder
© Contractive AutoEncoder
© Variational AutoEncoder
© Robust AutoEncoder
© Masked AutoEncoder
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Outlier Detection with Robust Deep
AutoEncoders(KDD 2017)

0 BEHRERAIIGZIEFESZIFERANZNE
@ Robust Principal Component Analysis (RPCA) th2— 475
R, BRAREHANET ZHNK

RPCA REHEEE X #r2 NIRFRRER L FM— M HGRERE S:
X=L+S
SRS RIS RE AT AR MR A A T 1L B AR

ming, s || Ll + [ S|l
st. [X—=L—-S|2=0
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Robust Deep AutoEncoders(RDA)

X=Lp+S

Lp =88EHE AutoEncoder EMRISFIE, S B 7T HIAHE
AutoEncoder EMHIREEFMFRE .

ming [|Lp — Dy (Ey (Lp))lly + All S
st. X —Lp—5=0
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Robust Deep AutoEncoders(RDA)

Group Anomalies

0 FEHAHAZ—MERNBFTLEE (REREFEMAIETRE)
Q —MHARFEMREN SHENHE

Features

——>

o 2
d 2
2

Corrupted
Features

e R A B B
1 T

P 1 §
v,
LGRS
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Robust Deep AutoEncoders(RDA)

Lo norm {EFFETERFEHE, £, norm tER FEIAREEAR

X022 = Mzl =) (Z |33ij|2>
j=1

j=1 \i=1

ming s || Lp — Dy (Eg (Lp))lly + AllS]21
ming s ||Lp — Do (Eg (Lp))|l5 + A5 ||2,1

st. X—-Lp—-—5=0
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Robust Auto-
encoder Recon
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Deep Anomaly Detection on Attributed
Networks(Dominant)

EAEMEMEN SRR MERITR—RID, HMRTFREHR
MRE . EREMRRKIENFREDE.

R DIEERS

A= sigmoid (ZZT)
X - fReIu (Z7 A | W(g))

L= (1 — Oé)RS + aRy
= (1 - a)|A =A%, +alX = X||%,

3Deep Anomaly Detection on Attributed Networks(SDM 2019)
BE (LA R B N EER 5 N
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Dominant

pTTTeTT s s e \ Structure Reconstruction Decoder
| Widdes Layer | Hidden Layer 2 Hidden Layer 3
| — 4
it e 3
1
A o i aﬁ"
e’ — YR
z‘:;/é\'./‘!' i '
|
‘\ 4] ]
G N, . SN =
¥ et | B
|
o~ R
LG - - 0 ;
\ s 1| oA a5 S Embedding
ThL: —_— N nlesy Vectors % !
UL B : | Anomaly Ranking List
RS \. \ v

‘

" Attributed Network Encoder " tribute Reconstructon Decoder

Dominant 1& 214244
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DOMINANT

[ Precision@ K
BlogCatalog Flickr ACM
K 50 100 200 300 50 100 200 300 50 100 200 300
LOF 0.300 | 0.220 | 0.180 | 0.183 || 0.420 | 0.380 | 0.270 | 0.237 || 0.060 | 0.060 | 0.045 | 0.037
Radar 0.660 | 0.670 | 0.550 | 0.416 0.740 | 0.700 | 0.635 | 0.503 0.560 | 0.580 | 0.520 | 0.430

AnomaLous || 0.640 | 0.650 | 0.515 | 0.417 || 0.790 | 0.710 | 0.650 | 0.510 || 0.600 | 0.570 | 0.510 | 0.410
DOMINANT 0.760 | 0.710 | 0.590 | 0.470 || 0.770 | 0.730 | 0.685 | 0.593 || 0.620 | 0.590 | 0.540 | 0.497

Recallo K
BlogCatalog Flickr ACM
K 50 100 200 300 50 100 200 300 50 100 200 300
LOF 0.050 | 0.073 | 0.120 | 0.183 || 0.047 | 0.084 | 0.120 | 0.158 || 0.005 | 0.010 | 0.015 | 0.018
Radar 0.110 | 0.223 | 0.367 | 0416 | 0.082 | 0.156 | 0.282 | 0.336 || 0.047 | 0.097 | 0.173 | 0.215

Anomavous | 0.107 | 0.217 | 0.343 | 0417 || 0.087 | 0.158 | 0.289 | 0.340 || 0.050 | 0.095 | 0.170 | 0.205
DOMINANT 0.127 | 0.237 | 0.393 | 0.470 || 0.084 | 0.162 | 0.304 | 0.396 || 0.052 | 0.098 | 0.180 | 0.248

Table 2: Performance of different anomaly detection methods w.r.t. precision@K and recallG K.

Dominant LIS 45 R
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AnomalyDAE: Dual autoencoder for anomaly

detection on attributed networks

/“\-

Fig. 1. The framework of the proposed AnomalyDAE.

AnomalyDAE*S Dominant FIX BT F#FH 7 H 1 4mi528

4AnomalyDAE: Dual autoencoder for anomaly detection on attributed
networks(ICASSP)

AR (IIKZE M%) ] 36 42 0 43 3 36 5 R 2024.12.17



ComGA: Community-Aware Attributed Graph
Anomaly Detection(WSDM 2022)

EXMEFNFEETEZSMNENRE, MABRERRA
B EERRE.
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N
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}j: I:'flzu TN [5}% ﬂB{l:l SN E]’] W]&A
Zi =2, +H_,

HXERERBEEHNAR:
Ly = KL(Z||H)

BB

Lrec = (1 - O[)HA - A”%’ + a”X - X”%‘

L = Lres + Lgui + Lrec

AR (IIKZE %) ] 36 22 0 43 3 36 5 R 2024.12.17



SL-GAD: Generative and Contrastive
Self-Supervised Learning for Graph Anomaly

Detection (TKDE)
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/ ree \/
Anomaly
\ / Scoring
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T \\ A

Full Graph Subgraph Contrastive
Sampling Learning
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GUIDE: Higher-order Structure Based Anomaly
Detection on Attributed Networks (Big Data)

MARS=

W45 FF (Network motifs) 235 7E P48 7 85 tH TAN 45 7k - 45
1, B TFEBNEREREN. EFRMED, BM=H=F
TR IR = (BN AELR, B SSAEE R0 EE]
*%:_Eto

GUIDE FENHM=ENTRHINEZEF, HzHATREFEES
ERBRTRESMELP R

A ]

(@ M3l  (b)M32 (O M4l (M2 () M43
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Higher-order structures Structure Encoder
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GUIDE

k4, GUIDE it 7T — 1M EGEFEERAE, B ETRS5HSE
ZENEMENERRBESENEE .

hz(l_‘_l) =0 Wlh,fl) -+ Z OéijWth)
JEN(i)u{i}
exp (aTWQ(hEZ) — hy)))
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A Deep Multi-View Framework for Anomaly
Detection on Attributed Networks( TKDE)

MEFIERNAEE DY, RESATFHIEZK

s
g
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Guarding Graph Neural Networks for Unsupervised

Graph Anomaly Detection

FENFEESRMEMKZNEENZ R ERNE
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:Anomalies =/ "} | with Constraints Caching | !

1 r

1
. ~| v.| Anomaly
[ GNN Encoder ]41* Representations (- Det !ar©
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Augmentation
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T3k
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0 PEBRBNBREE (ERMHAFAUSERDE, RERAL
EAETRD )
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Effective End-to-end Unsupervised Outlier
Detection via Inlier Priority of Discriminative

Network (NIPS'19)

HiE IR
O ek

Q BN

o F%

QO XIRFTHEL

Regular Affine Transformation

™ e (s
“ m Z m ﬂ é """ Data of Multiple Pseudo Classes

q o Al ‘ =2 'g
ﬂ ;‘ﬂ ﬂ ..... Pseudo Class Probabilities

Unlabelled Data with atc T
both Inliers/Outliers Discriminative DNN
i~

Operations for Surrogate Supervision
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RALF X EBFH AR RELF

KA FEEREST, AEEIZSEIETRRTRE Tk
%M%’ixkﬁ’]%‘éﬁ’ﬂnu

Q EERAEIIGIERFREERNBET @RS (RN
®hE), BEERERAEREEER

g g g g
S 40 540 330 2 100]
<] 5 S 3
5 —o— Inliers 3 =—o— Inliers 520 —o— Inliers ) ~—o— Inliers
§2O == Outliers '§ 20 —+— Outliers ,ag) —4— Outliers -i; 50 —— Outliers
= E 2 10 =1
Eg 0 Eg o £ Eg o
= 100 200 = 100 200 =0 100 200 = 100 200
Iterations Iterations Iterations Iterations
(a) MNIST (“3”) (b) F-MNIST (“bag”) (c) CIFARIO (“horse”) (d) SVHN (“3”)

Figure 2: Inliers and outliers’ gradient magnitude on example cases of benchmark datasets during
SSD training. The class used as inliers is in brackets.
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Pseudo Label based Score (PL):
| X
Sp(x) = = Zp(y) (X(y)’g)
y=1
Maximum Probability based Score (MP):
| K
Smp(X) = 17 ; max P® (x(y)|0)
Negative Entropy based Score (NE)

Sne(x) = % Z Z P® (x(y)|0) log (P(t) (x@)\e))
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E30utlier: a Self-Supervised Framework for

Unsupervised Deep Outlier Detection (TPAMI'22)

Dataset p CAE CAE-IF DRAE RDAE DAGMM SSD-IF E3OQutlier

10% 68.0/92.0/32.9 85.5/97.8/49.0 66.9/93.0/30.5 71.8/93.1/35.8 64.0/92.9/26.6 93.8/99.2/68.7 94.1/99.3/67.5
20% 64.0/82.7/40.7 81.5/93.6/57.2 67.2/86.6/42.5 67.0/84.2/43.2 65.9/86.4/41.3 90.5/97.3/71.0 91.3/97.6/72.3

10% 70.3/94.3/29.3 82.3/97.2/40.3 67.1/93.9/25.5 75.3/95.8/31.7 64.0/92.7/30.3 90.6/98.5/68.6 93.3/99.0/75.9
20% 64.4/85.3/36.8 77.8/92.2/49.0 65.7/86.9/36.6 70.9/89.2/41.4 66.0/86.7/43.5 87.6/95.6/71.4 91.2/97.1/78.9

10% 55.9/91.0/14.4 54.1/90.2/13.7 56.0/90.7/14.7 55.4/90.7/14.0 56.1/91.3/15.6 64.0/93.5/18.3 83.5/97.5/43.4
20% 54.7/81.6/25.5 53.8/80.7/25.3 55.6/81.7/26.8 54.2/81.0/25.7 54.7/81.8/26.3 60.2/85.0/28.3 79.3/93.1/52.7

10% 51.2/90.3/10.6 55.0/91.4/11.9 51.0/90.3/10.5 52.1/90.6/10.8 50.0/90.0/19.3 73.4/95.9/22.0 86.0/98.0/36.7

MNIST

F-MNIST

CIFAR10

SVAN 20% 50.7/80.2/20.7 54.0/82.0/22.4 50.6/80.4/20.5 51.8/80.9/21.1 50.0/79.9/29.6 69.2/89.5/33.7 81.0/93.4/47.0
CIFARI00 10% 55.2/91.0/14.5 54.5/90.7/13.8 55.6/90.9/15.0 55.8/90.9/15.0 54.9/91.1/14.2 55.6/91.5/13.0 79.2/96.8/33.3
20% 54.4/81.7/25.6 53.5/80.9/25.1 55.5/81.8/27.0 54.9/81.5/26.5 53.8/81.5/24.7 54.3/82.1/23.4 77.0/92.4/46.5

100 100

» o S
’\o\.\ \ ——

=~ 70 = 70 ~ \\ = ~ 60+
g %@ £ g g il S
g 6 g o & 50 § 0 850
2 2 g g g
501 - can 501 o= car 2 40] o cas 240 240! o
e CABTF - CAETF e caBrE e CAEF e CABIE
40| % DRAE 40| -8 DRAE 301 8 DRAE 30{ 8 DRAE 301 == DRAE
- RDAE - RDAE - RDAE - RDAE - RDAE
o DAGMM o~ DAGMM o DA o~ DAGMM o DAY
307 - sspar 307 e sspi 207 e sspar 207 e sspIF 207 e sspaR
~#— E’Outlier ~#— E’Outlier ~#— E'Outlier ~#— E'Outlier —#— E'Outlier
20 20 1 1 1
0.05 0.10 0.15 0.20 0.25 0.05 0.10 0.15 0.20 0.25 0.05 0.10 0.15 0.20 025 0.05 0.10 0.15 0.20 0.25 0.05 0.10 0.15 0.20 025

Outlier Ratio Outlier Ratio Outlier Ratio Outlier Ratio Outlier Ratio
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EXTEEF 3]
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...... \ )
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$ Augmentations § ) : Agreement

------------ q,( 16) ~ T/Edge Perturbation -~ == (_}J
______ h Pro Jecflon
Shared GNN-based Encoder Head g

[ ] Embeddings ~ |(F i
\ D envedan s ]
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ANEMONE: Graph Anomaly Detection with
Multi-Scale Contrastive Learning (CIKM'21)

NENEFBERNTTZBEREEREPIRENMENLE, Bt
EXRTEREZENESR, #HimRERERMAIBER.

(a). Input Graph (b). Multi-Scale Contrastive Learning Model (c). Statistical Anomaly Estimator

0 /O ) Contrastive @\ :
NI & B On o
95”/0 /' 1 NG et evel Contrastive Network |

) N s

[ J\ 7 T, Contextlevel Contsive Nt
AN
g(l) ! B C
~ ‘ \\‘ ,” DDD Contrastive DD@ 5

O: Selected target node v;| \\ Masked target node \ Ll et } : Patch-level score : Context-level score
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ANEMONE

Multi-scale Contrastive Learning
X “TR-TR M TR-FE BIRE, HpFERBEE

HERME, FREBRLOTRNEN, BREFSRIT LEFERR,
REFR R

@ patch-level (i.e., node versus node) agreement
__1y 0 ()
Ly = “on Z}(log( )+log(1—sp ))
@ context-level (i.e., node versus ego-net) agreement

Le= —% ,Z: (log (s‘gi)) +log (1 - §§"))) .

2024.12.17 59 /101
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ANEMONE

statistical anomaly estimator: 1T HFE D, EEFIXLEFEIMN
IEAREARFEEEBHNMEIE, R TBRAXNEFE L.
o A AHATRAFEAMAR, HEN AN EE
@ _ ) (@)
b s -5

view,j ~ “view,j view,j’

o IBRH trick: AEMOTZ EHFEMGE
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Anomaly Detection on Attributed Networks via
Contrastive Self-Supervised Learning (ColLA,

TNNLS'21)

HTFREEM (Homophily) MEE, TRMEFETRESFZILE

B aln -

PHEMSIRE, MEFAETREXT—BNTRUAFETR.

% OB ES: Node-Subgraph XfELEFSHEZR, BEITPTREBEFE
H—EME1E N R ERITEIR.

@ Random Walk &PE-FEERL

@ Node VS Random Walk §8/EFEXLEZE S

2024.12.17
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Positive Negative
Instance Pair Instance Pair
Sampling Sampling

(@,&_@_)

g

. Positive Pair Pool

Negative Pair Pool

Instance Pair Sampling

GNN-based Contrastive Learning Model

“Predicted
Score of

! Positive Pairs

Predicted
Score of
Negative Pairs

REAE: ABXNEESBMEGX LS B BHNEE

AR (IIKZ

RHEZFERR)

fv) = s — s

ZMEEL SN
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Generative and Contrastive Self-Supervised
Learning for Graph Anomaly Detection (SL-GAD,

TKDE'21)

MANBIREIZCRMVSZZIRFEABZEARRERE, REARHERE
BHENEXEERB R, EACRBREETEE, TERS
FAETXEREEABRNSFERNEEES.
ZORBE: ETERTREUEFRRNETXFR (BWE), £/
X EE IR A AT R E AN
@ Generative attribute regression: MR FBEKE S EF
A=
@ Multi-view contrastive learning: MZ P FEAPFEEEEH
SEHER, MREMTEFNRE
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Reconstruction Enhanced Multi-View Contrastive

Learning for Anomaly Detection on Attributed

Networks (Sub-CR, 1JCAI'22)

B LHNRFEEN, FERTRENERRE, REEUEERS

T Grea = LAY T |
Subgraph

sampling

a) Gra pling . b) Contrastive learning & Attribute reconstruction
AR (IIKZE M%) ] 36 42 0 43 3 36 5 R 2024.12.17
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Sub-CR

(1) e AAERS & EM AP FERE
Graph diffusion (ZERXTELRMAE)

S — ZQka c RNV
k=0

Unfolding:
S =a(I—(1—a)D"V2ADY/2)™Y

Subgraph sampling:

Random walk with restart (RWR) from each central node. FE&~E
AR, WTETR v, EBSNTEWANERR, HTH
T B AR
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Sub-CR

(2) Local & Global Graph Contrastive Learning
Intra-View Contrastive Learning:

GCN #H TP RRIERB (B)FE):
H. = o(D; °A,D; *H VWD)
PRFIERE (FHLOTR):
h} = o(h{"'W')
FB& readout FFITEMNRY discriminative score:

e; = Readout(H}) = Z (Hi)x
T
k=1

S; = a(hiWseiT)
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Sub-CR

NENEMBERBFITNEEF ST, A local-view A1
Chura(v) = —5 (log(si + log(1 — )

B2 intra-view CL Btk BFrA

N

1
mtra - _N Z mtra 12ntra (Ul))

Inter-View Contrastive Learning: TTE A NEW A Z B
discriminative scores Z5, B/ \ELLF

‘Cinter = (||Sl - SQH%’)
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Sub-CR

(3) Attribute Reconstruction Based on Neighbors
AN AIHRA MLP BTEMEN, JESEMEHBRE:

Lo, (v;) = l9(Z;) — x| |

N
7‘65 = Z res vl + [’%es( ))
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Graph Anomaly Detection via Multi-Scale

Contrastive Learning Networks with Augmented
View (GRADATE, AAAI'23)

BIEMNTAFRE T JPREMXSEERR, BT R-FEMDR-T
RXJEE. R, EMNZATFE-FELRES, B GAD H,
ERMFETFENERAMEE T ERIARE.

ZOERR: RESZUEZRENEZ IERTHITFR-FERX
b, 5 2 XEANT A-FEMT - AN ERiEER
&, HEERF GAD HAE.
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GRADATE

Graph Contrastive Network Graph Augmentation Graph Contrastive Network
Subgraph
Node mip  Target : mLP Node
/7~ ' Embedding A Node : : Embedding

@ i+— §=w& —iY—g  ooooioioo: H
: H GCN .'- Subgraph |4,

Node GCN
Embedding - Readout | Embedding , “
- ) G e
g g ¢
2 z 3
i
H = :  Subgraph J
H 3 e ki \
Node GCN Target : : GCN | Subgraph 1 »
-— : : —
/" | Embedding Nge H G=e H s Readout | ™ Embedding | ¥
. Doe— =W — - "® W sisszsss=z :
- Node MLP : MmLp Node e
Embedding Embedding

--» Node-Subgraph Contrast <— --+ Node-Node Contrast <+ — —» Subgraph-Subgraph Contrast

BERBRMABEANE—IRE, FELBERHTERY TREM
B IE. E?kf&?i‘fﬂ’]*ﬁwlﬁﬁ’ﬁ ST, Tmﬂ?l-?l
Mit, BETR-FEMTR- TR EHTEEESS

71/101
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PREM: A Simple Yet Effective Approach for
Node-Level Graph Anomaly Detection (ICDM'23)

WENTE, WETEMMMNLEZINTT L, BRER, BEE
T8 2/ B AR AN R0 ARER T A7 A 80K () o

OB ATIRS GAD IR, fEikT GAD, EIlZ&EEH
SHER T HESBEHRAVEN, FXRAEEMXEERE, MmE
ZFRE TR B MERE=EB{FER.
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Pre-processing module

%ﬁiﬂﬁﬂ% XA E R BT E%%U%
B BAFAE (F—'ﬁ@%l«‘l’ﬁ:
ego nelghbor DUER AR SR :
EM AR ERN28FR, &2 iﬁﬁﬂﬂqﬁ%%ﬁﬁéﬁo
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51:0.11
52:0.05
53:0.14
54:0.73
55:0.21
56:0.10
57:0.09
Anomaly
scores

Ego-neighbor matching module

, I RNEEBE,

BEIPE

2024.12.17



PREM

Ego-neighbor matching contrastive learning:

anchor. positive
L neighbor
negative
1]
o
negative
Ego Neighbor
features features

CZ;OS — cosine(h§7 h?)
¢ = cosine(hs, h;z)

(2

neJego : e e
¢ = cosine(h{, hy)

N
==Y (og(™) + - Tog(1 = )+ log (1 — %))
t=1
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PREM
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ETARK NS FERNE X

A AR X T 00 2%

XTI 4 Generative Adversarial Network FH4E AR 28 F0¥] 5l 2840
R, BAITNEMEEXNT. THAESH, REZBRZFEH 5 MK
ToEFIMT A M E R AR E D H L.

minmax V(D, G) = Exwy[log D(x)] + E,p,[log(1 — D(G(2)))]

i '
Randomﬁ@@ g}@ﬁ{;ke

Generator Fake image

v

Discriminator
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GANomaly

o Loy = ||f(x) = (&,

@ Real | Fake

Dir.#)
ompm jouput foow  (|LeakyReLU | [Butciomn  [|CowTamspose  (ReLU  [(Taah  [Jsuftmac

Figure 2: Pipeline of the proposed approach for anomaly detection.

GANomaly W £& 2544

AR (IIX®E RH4%E ZMEEIL 5N 2024.12.17 77/101



GANomaly

o FEIZMER, BMERYZBEL IEEHAMIIZ. HE2s
328 GE(x) , RS2 GD(z) NMEMHRLE Ex), B2EH
FIEEFHAR

o HIEAMEMKMEBESI—1FEMNA, Hit LIHRERR
piDEs, MERKIAERATEEHEAR, UNSINRBESR
HETE » MERREREINEBEAETE - NEEERM. X
DNEBIEA:

A(X) = [|Ge(x) — E(G(2))];
BYIRERE ¢, —B Ax) > ¢ BEMINEEANHER x 2
REIE.
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GANomaly

o FEIZMER, BMERYZBEL IEEHAMIIZ. HE2s
328 GE(x) , RS2 GD(z) NMEMHRLE Ex), B2EH
FIEEFHAR

o HIEAMEMKMEBESI—1FEMNA, Hit LIHRERR
piDEs, MERKIAERATEEHEAR, UNSINRBESR
HETE » MERREREINEBEAETE - NEEERM. X
DNEBIEA:

A(X) = [|Ge(x) — E(G(2))];
BYIRERE ¢, —B Ax) > ¢ BEMINEEANHER x 2
REIE.
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ETARK NS FERNE X

LR

Q GAN EARKHEMREEMER 2 —, A ZATERS
BSLBIERMAEEAR. M¥ELMBET EERNFARRER
FEEAR.

Q@ GAN £ ZFLR, EAREMANRE BT FEN.

R
O GAN RAMINZGAXNEHE, &5 EIERFHRF O
QO LFRNEHERAEHRE, GAN REZERS KIMBHFEARTR
FAHHEFER. FEREERZEH—DME GAN EEHIYIZ.

Q@ ET GAN MRERNERAR EXERZINZL GAN, MAER
BN

.
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Generative Adversarial Attributed Network
Anomaly Detection(CIKM20)

AERBRNGSPETRZFENREHR, GAN EBERAE
FEEAMMBRFEEHAETR EHY 6]

reconstruction loss: discriminator loss:
n

Lo @) = |l - x|, Lo() =Y Ay aldinD)
=

X z

Real

Sigmoid(Z+ZT)

Real

Fake,

Fake
» Sigmoid(Z'*Z'T) —»

random noise
/ )
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Generative Adversarial Attributed Network

Anomaly Detection(CIKM20)
Generator: {FF%E MLP fERARES, IERBHERN B

" = f (WOHY + b))
Encoder: X RIRIBE AL B RDERLETE
B — 7 (WPHD + b))
AT HIRE M, F/ Encoder £ ERIEEREE SN
A = Sigmoid(2Z")

Discriminator: #7328 BRI X TE ERB, HERBBEHEERE
HMAE, £EREMEEN AR, FRRXXEMNKL
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Generative Adversarial Attributed Network

Anomaly Detection(CIKM20)

Optimization:

,C(D, E, G) = EprX [EZNPEHQC) [10g D(Z)H
+EI'NPG [Ez’NpE(kz:’) [1 — lOgD (G (Z,))”

Anomaly Detection: 4 Rl 23 X /@ AV EE B IR K R0 1 83 X 4544
HNEEREIENFESIH

score (v;) = aLlg (v;) + (1 — a)Lp (vy)

La (vi) = ||lzi — x|,

ZA” a( i )/ZAU
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BT ERRNTTE

RAMFERNEZERERRIENA DO LTHEES, RERKREN
BRIt AR -

ETEREANFERNELZNRIR
QO EEMHFERE2I—ENREXLIT, MREFLBESAETE

fArsk,
Q EEHHEMMNFIENREFOLEREZEL, FERESERE
R OBEERIZ.

QO EEHEETAERENE, RELERBETEMNERER
ERAN: DE N
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BT RANFERNEX

1 SNEERFHITEZE, FHEREEPNEREEARBEEE.
© DBSCAN

@ ROCK

© SNN clustering

KB FRENRE, BWREURIL

2. TSR, HEERRENREFONER, HEARE
2ME

Two-step method

3. Cluster-Based Local Outlier Factor (CBLOF)
BRI/ + BIEREFOHNER
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TR T 7 A

Seie 1%
VF % A STEIR R IR TR, RSB SRR
FRER 5 F R o

R
EEHALAE— I OHNEREZEXE, mREFARN LI
FE AR 2 X 45

BYFIHRENRRZESH, HITEEARLNEREE S
|, FETEEE.
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TR T 7 A

BAOmIE
QO AEHREFE—PRERIER
Q RIFEMEELEZFE—MEREE
Q IHENNI SN HARIBER
Q KRTHREMHAENREHRA

EIHRER . o, AN (Poisson Distribution)

e M\
k!
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Few-shot Network Anomaly Detection via
Cross-network Meta-learning(WWW?21)

TR BFERT W EENAKHIR, AR EREEHA, AL
DEFERBREVEFERE
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Few-shot Network Anomaly Detection via
Cross-network Meta-learning(WWW?21)

RELEREMENER TREFEFFCH R BRI MRIEE
nE, BREFNFETRREQENREEBERNERED
HEBEDE

3 Labeled Anomaly \ . 3 Labeled Anomaly
Unlabeled Anomaly ' ' Unlabeled Anomaly
Normal Node ] i Normal Node

| ] T
P
H '
H i
i
]
/, !
Sox ' ®
i I h
* :Anomal‘y Score |
' H
i i

(a) Latent Representation Space (b) Anomaly Score Space
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Few-shot Network Anomaly Detection via

Cross-network Meta-learning(WWW?21)

Graph Deviation Networks: fRIZIEET RHFE 2 HCHESHTH
i, EREETRARESHNEREE ST

R ={r1,72,...,rk} ~ N(u,0?

EXFERBIREN
dev(v;) = S
o
SISEETRASIHRERR, BARETREEIBRE

L= (1-y)-|dev(v;)| + y; - max(0, m — dev(v;))
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Few-shot Network Anomaly Detection via

Cross-network Meta-learning(WWW?21)

meta-learning

Algorithm 1 The learning algorithm of Meta-GDN

Input: (1) P auxiliary networks, ie, G° = {G] = (A}, X}),G} =
(A3, X5),....G) = (A} X})}: (2) a target network G! =
(A%, XY); (3) sets of few-shot labeled anomalies and unlabeled
nodes for each network (i.e., {’VIL "VlU}, e ("V}f‘, 'V[E/) and
{VL, WIU}); (4) training epochs E, batch size b, and meta-
learning hyper-parameters a, f.

Output: Anomaly scores of nodes in ’VtU.

1: Initialize parameters 6;
2: while e < E do
3: for each network Gj (task 7;) do

4 Randomly sample % nodes from ’VIL and % from 'ViU
to comprise the batch B;;

50 Evaluate Vg Lg:(fg) using B; and £(-) in Eq. (7);

6: Compute adapted parameters 0’ with gradient descent
using Eq. (8), 0] < 6 — aV L7 (fa);

7: Sample a new batch B; for the meta-update;

8: end for

9 Update 6 < 0 — Vg ZL Ly;(fo;) using {B]} and L(")
according to Eq. (7);

10: end while

11: Fine-tune @ on target network G with {WL,W,U};

12: Compute anomaly scores for nodes in VZU;

2t 5
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Unsupervised Graph Outlier Detection: Problem

Revisit, New Insight, and Superior

Method(ICDE23)
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Unsupervised Graph Outlier Detection

Revisit, New Insight, and Superior
Method(ICDE23)

Neighbor Variance:

_ 1
hi - Z h’j
|M| JEN;
1 —
var(v;) = N (h; — h;)®
0" = 108Syar (v5) = ||var(v;) |1

A BR: SMCSUE G ZNENBRIFRETTE, FEEET
REBERAZE, MREETREAEENE

. 1 1
mingE,,~y[108Spar(v;) — g Z(hj = Z he)?]
JEN; ugN;

Y 7
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Unsupervised Graph Outlier Detection: Problem

Revisit, New Insight, and Superior
Method(ICDE23)

RERE: BTFSIMTRAMESHTREELIA, EIMTRAX
HEAAABH T RERAE G-

lossH (v;) = |lvar(vi, G)|l1
loss'y)(v;) = |var(vi, G|

loss®*" (v;) = loss(H (v;) — loss(,) (v;)

BUHSFERRN: BYEZRBEMKN

attr

" =loss

0 recon (

;) = || & — x|
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Unsupervised Graph Outlier Detection:

Revisit, New Insight, and Superior
Method(ICDE23)

BREaEFEIH
astr_ ftr B (OS”)
‘ std(Ostr)
~attr __ O?ttr B M(oattr)
t - Std(@attr)
~str ~attr

0; = 0;  +0;
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Reinforcement Neighborhood Selection for

Unsupervised Graph Anomaly Detection(ICDM

2023)

EEMREEEE, BEERAMEELRENELT, (NBXEARIE
THEDURIE GNN B R E

t=0: ¢ 1-hop neighbors
Initialization | Selection Weight Selection Probability || 2-hop neighbors
wt Pt KNN neighbors

Random-walk neighbors

Agent
Reward: - Action:
Selecting weight updating 'l .-. l. Neighboring node selection
Environment T l

[ Anomaly Score Consistency }
ct

AR (IIKZE M%) ] 36 42 0 43 3 36 5 R 2024.12.17



-~ Py
[ ] .
o _ H <
a /‘<: 3
s
b P2
kB i'lgl
) s KNN neighbors Ps
a £
é“ ]
Graph with Anomalies
000 Ps
Ve Reward:
Normal Node ility Updati
| Random | /1, 05, e ),
i & Anomaly neighbors 1l Bt DT
H
{ M Normal Node Embeddin
H
i
{ B Anomaly Embeding

[ [1-hop neighbors

2-hop neighbors

Action: Probability-based
Neighborhood Selection

2t 5

Anomaly-aware Message Aggregator
Attention Score

Attention Weights

D D O O

! Central Node Selected Neighbors

1
1
e o O O O i
1
1
1

@ Center Anchor
®e0 — [Tk
® @ . readout

__________ B

perties i

Topology Reconstruction

1

? :

-O !

« ' ;

Attribute Reconstruction

Scoring




DGLO.

HOME GET STARTED LEADERBOARD PARAMETER DoCs
Method | coral Citeseer | Pubmed | BlogCatalog | Flickr | Arxiv |
ColA 0.8954(£0.0184) 0.8600(0.0160) 0.9635(+0.0026)  0.6243(+0.0102) 0.5903(+0.0015) 0.8678(£0.0026)
SLGAD 0.8159(+0.0238) 0.6982(+0.0123) 0.8762(+0.0154) 0.7163(+0.0027) 0.7311(£0.0033) 0.4802(+0.0672)
ANEMONE 0.7171(x0.0196) 0.6756(+0.0101) 0.7776(£0.0046) 0.4967(+0.0276) 0.4960(£0.0159) -
DOMINANT 0.8766(+0.0102) 0.8658(+0.0042)  0.8521(+0.0026) 0.5780(+0.0130) 0.6170(£0.0069) -
ComGA 0.7210(+0.0024) 0.7212(+0.0159) 0.7239(+0.0045) 0.6286(0.0124) 0.6593(+0.0057) -
AnomalyDAE  0.8477(+0.0232) 0.8108(+0.0152) 0.7831(+0.0021) 0.6319(£0.0044) 0.7337(£0.0055) -
ALARM 0.8328(0.0072) 0.8384(x0.01M) 0.8266(+0.0041) 0.5659(£0.0052)  0.6133(£0.0039) -
AAGNN 0.7356(£0.0089)  0.7290(+0.0256)  0.6729(+0.0M) 0.7376(0.0163) 0.7526(£0.0076) -
GUIDE 0.9803(+0.0021) 0.9778(0.0047) 0.9463(+0.0052)  0.7481(+0.016) 0.7407(+0.0044)  0.8082(0.0024)
CONAD 0.9698(+0.0023)  0.9036(+0.0027) ~ 0.9406(+0.0007)  0.7803(+0.0015) 0.7639(£0.0069)  0.7442(+0.0040)
GAAN 0.7835(£0.0173) 0.8154(£0.0095) 0.7807(+0.0049) 0.7493(£0.0042)  0.7365(£0.0067)  0.8643(+0.0008)
DONE 0.9668(£0.0001) 0.8868(+0.0033)  0.8743(+0.0039) 0.7469(0.0104) 0.7322(£0.0097) 0.8681(£0.0039)
ONE 0.9333(£0.0350)  0.9882(+0.0003)  0.8796(+0.0031) 0.6807(+0.0045)  0.7636(£0.0079) -
AdONE 0.9643(+0.0016) 0.8933(£0.0039)  0.8968(+0.0059)  0.7449(x0.0062)  0.7606(+0.0056)  0.7781(+0.0014)
GCNAE 0.7859(+0.0028)  0.7602(+0.0157) 0.7923(+0.0026) 0.7515(£0.0084) 0.7450(+0.0030)  0.7638(+0.0025)
MLPAE 0.7465(0.0091) 0.7459(£0.0114) 0.7393(£0.0015) 0.7457(+0.0075) 0.7460(+0.001) 0.7419(+0.0014)
SCAN 0.6614(£0.0140) 0.6764(+0.0063)  0.7317(+0.0023) 0.4999(£0.0043)  0.6457(x0.0042) -

GITHUB
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